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CONFIDENCE IN CYBERSPACE




CS Layering commercial technologies to protect
National Security Systems and information

CSIC requirements are specified in Capability Packages (CPs) at the
system level and in Protection Profiles (PPs) at the component level,
use COTS components to meet requirements

BENEFITS ASSURANCES

Improved access to information Layered solutions; diversity in components
Releasable to int’l partners Component selection

Flexibility in selecting products Security testing of Capability Packages
Latest commercial IT technology Classified Risk Assessment
Flexibility/speed updating IT Independent Senior Review of CPs




USG & Industry requiring immediate use of the market's
most modern commercial hardware and software
technologies within NSS to achieve mission objectives

Secure solution built by trusted integrators using C d
NSA security requirements & layering approved ompqse
components Solution

Vets Integrators against criteria regarding their
organization & personnel

Approved COTS components are .
selected to meet requirements CSfC Components List

CSfC requirements are specified NIAP Protection Profiles &

in CPs at system level and PPs i
at component level CSfC Capability Packages

Provides the ability to securely communicate based on commercial standards
in a solution that can be fielded in months, not years







Testing & Monitoring &

Specification Integration Deployment Response
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» Virtual Private Network (VPN) v3.0 « Mobile Access v1.0
« Campus WLAN v1.1 (Cellular & Trusted Hotspot)

* Expected Approval: FEB/MAR15
» Data at Rest (DAR) v1.0

 Mobile Access CP v0.8 (draft of v1.0) * Data at Rest (DAR) v2.0
* Expected Pub: 3Q FY15

* Mobile Access CP v2.0 » CSfC Components Lists updated ~ weekly
« Multi Site Connectivity (high speed) - Must be under contract with NIAP
| s s - NIAP PP with CSfC selections

o Campus WLAN v2 (shared wireless layer) _ MoA with NSA

* Expected Pub: JUN 15 %



Published

‘ » [IPSec VPN Gateways — Product Series from Apriva, Aruba, Cisco, Fortress and Juniper
* WLAN Access System — Product Series from Aruba, Cisco and Fortress

 Certificate Authority — Microsoft

* IPSec VPN Client — Product Series from Aruba, Cisco, Microsoft and Samsung
» SIP Server — Cisco

* Mobile Platform — Product Series from Boeing and Samsung

* Mobile Device Management — Mobilelron

» Software Full Disk Encryption — Microsoft BitLocker

* VoIP Applications — Cisco and Cellcrypt

 Traffic Filter Firewall — Product Series from Aruba, Cisco and Juniper

In Progress

e IPS  Emall Clients
« WLAN Clients » \Web Browsers

CSfC Components = in NIAP against PP w/CSfC selections, MoA with NSA






Specifications and More...






For maximum benefit...



# (% +5,000

nsa.gov Now applying IAD-approved layered
commercial solutions to protect classified
information

Components used in CSfC solutions

# of CSfC registrations in
1QCY14 exceeded CY13 total.

2014
9 new CSfC MoA’s signed with 2014

Component vendors in 2QCY14



